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Executive Summary 

In task 5.2, a methodology for the development of high and medium critical applications was 

designed. The main objective of the methodology is to establish the phases, steps, techniques, 

roles, tools, and guides that are required to create critical and medium critical applications. To 

this end, the methodology will make use of the knowledge contained in the PKM to better assist 

stakeholders in their responsibilities along the development and maintenance of software 

projects. 

In addition, the stages of the proposed methodology should give support to the set of safety 

and security standards (such as DO-178B/C, ISO 26262, Common Criteria, etc.) identified in 

D5.1. However, this will be considered at a later stage in the project, since this deliverable 

presents just a first version of the proposed methodology. Reviews will be performed along the 

project to ensure that it reaches the stated goals. 
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1 Introduction 

One of the objectives stated in the DECODER project is to “significantly increase the software 

development and maintenance efficiency”. To achieve such increase in DECODER we 

propose  to develop software projects by generating precise material at all stages of work, from 

early stages where requirements are set, to late stages where the different artefacts that 

conform the project need to be maintained. For example, precise requirements will lead to a 

quick understanding of the problem, precise specifications will leave little ambiguities and can 

be referred to at any later stage, precise designs will leave little room for discussions as to the 

structure of the application and its communications, precise bugs will allow engineers to quickly 

identify defects, etc. To this end, any informal material belonging to the project should be 

turned into semi-formal or formal specifications to remove, as soon as possible, any potential 

ambiguity that could lead to misunderstandings, communication problems or discussions 

among the different parties involved in the project. 

Specifically, the DECODER project has put the focus on medium criticality systems, as the 

ones developed within the IoT, cloud computing, and High Performance Computing (HPC) 

domains. The development of such systems has to be done in such a way that ensures 

reliability, assurance and good documentation but also flexibility, customer satisfaction and 

tangible results.  

1.1 Purpose 

The major purpose of this deliverable is to present the software development methodology 

proposed in DECODER to achieve the development of medium critical systems with a certain 

quality level (e.g. free of faults). To ensure such quality level, software should be built, and 

maintained taking into account the safety and security standards proposed in such projects 

such as DO-178B/C, ISO 26262, Common Criteria, etc. (see D5.1). However, depending on 

the type of safety standard and the chosen assurance level, different things need to be 

considered along the whole development lifecycle. For example, regarding high level design 

requirements, section 4 and 5 of deliverable D5.1 give an overview about the various 

recommendations throughout the different safety and security standards to be considered. In 

general, the high level design needs to be explicitly modeled with safety/security properties in 

mind. However, due to the abstract character of the standards, it is quite difficult to provide 

concrete receipts to deal with safety and security certifications. Nevertheless, when possible, 

recommendations will be given in a later stage of the proposed methodology. 

Therefore, to ensure the correctness of such systems in DECODER we propose a 

methodology based on the combination of agile and formal methods. This combination will 

allow us to ensure reliability, assurance and good documentation (characteristics given by the 

application of formal methods) but also flexibility, customer satisfaction and tangible results 

(characteristics given by the application of agile methods). 
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1.2 Overall organization of the document 

The remainder of this deliverable is organized as follows. Section 2 provides an overview of 

existing methodologies for the development of software projects, which was organized in two 

categories, i.e., traditional methodologies (cf. section 2.1) and agile methodologies (cf. section 

2.2). Then, Section 3 presents the methodology proposal: first, we provide an overview of the 

methodology (cf. section 3.1), and then, we detail the different stages that conform it. Finally, 

Section 4 summarizes the contributions of this deliverable. 
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2 Related work on Software Development Methods 

2.1 Traditional Methodologies 

Traditional methodologies include those methodologies that understand the software 

development lifecycle as a linear sequence of phases or stages. This means that a stage must 

be completed before the next one begins. Traditional approaches propose for each stage 

specific deliverables and detailed documentation that are going to undergo a review process. 

Next, we briefly introduce some of the most popular traditional methodologies. 

2.1.1 Waterfall 

Waterfall methodology [1] is a linear project management approach, where stakeholder and 

customer requirements are gathered at the beginning of the project, and then a sequential 

(and meticulous) project plan is created using a comprehensive documentation to 

accommodate those requirements. The waterfall approach was first conceived by Winston W. 

Royce in 1970, and it was quickly adopted in a variety of industries due to its logical sequencing 

and ease of implementation. 

The waterfall model has at least five to seven phases that follow in strict linear order, where a 

phase cannot begin until the previous phase has been completed. Each phase produces its 

own documentation. The specific names of the phases vary, but they were originally defined 

by Royce in the following way: 

 Requirements: The key aspect of waterfall is that all customer requirements are 

gathered at the beginning of the project, allowing every other phase to be planned 

without further customer involvement until the product is complete. It is assumed that 

all requirements can be gathered at this phase. 

 Design: The design phase is best broken up into logical design and physical design 

subphases. The logical design subphase is when possible solutions are brainstormed 

and theorized. The physical design subphase is when those theoretical ideas and 

schemas are made into concrete specifications. 

 Implementation: The implementation phase is when programmers assimilate the 

requirements and specifications from the previous phases and produce actual code. 

 Verification: This phase is when the customer reviews the product to make sure that it 

meets the requirements laid out at the beginning of the project. This is done by 

releasing a completed product to the customer. 

 Maintenance: The customer is regularly using the product during the maintenance 

phase, discovering bugs, inadequate features and other errors that occurred during 

production. The production team applies these fixes as necessary until the customer is 

satisfied. 

Various modified waterfall models (including Royce's final model [2]), however, can include 

slight or major variations on this process. These variations included returning to the previous 

cycle after flaws were found downstream or returning all the way to the design phase if 

downstream phases deemed insufficient. 
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2.1.2 Prototyping 

Prototype methodology [3] is defined as a Software Development model in which a prototype 

is built, test, and then reworked when needed until an acceptable prototype is achieved. That 

is, one or more prototypes of the software product, which are going to be discarded, are built, 

which creates a base to produce the final system. 

Software prototyping model works best in scenarios where the project's requirements are not 

known. It is an iterative, trial, and error method which takes place between the developer and 

the client. 

The process of prototyping involves the following steps: 

1. Identify basic requirements: Determine basic requirements including the input and 

output information desired. Details, such as security, can typically be ignored.  

2. Develop initial prototype: The initial prototype is developed that includes only user 

interfaces. 

3. Review: The customers, including end-users, examine the prototype and provide 

feedback on potential additions or changes. 

4. Revise and enhance the prototype: Using the feedback both the specifications and the 

prototype can be improved. Negotiation about what is within the scope of the 

contract/product may be necessary. If changes are introduced, then a repeat of steps 

#3 and #4 may be needed. 

2.1.3 Spiral 

The spiral model [4] is a risk-driven software development process model. Based on the unique 

risk patterns of a given project, the spiral model guides a team to adopt elements of one or 

more process models, such as incremental, waterfall, or evolutionary prototyping. In its 

diagrammatic representation, it looks like a spiral with many loops. The exact number of loops 

of the spiral is unknown and can vary from project to project. Each loop of the spiral is called 

a Phase of the software development process. The exact number of phases needed to develop 

the product can be varied by the project manager depending upon the project risks. As the 

project manager dynamically determines the number of phases, so the project manager has 

an important role to develop a product using spiral model. The Radius of the spiral at any point 

represents the expenses (cost) of the project so far, and the angular dimension represents the 

progress made so far in the current phase. 

Each phase of Spiral Model is divided into four quadrants. The functions of these four 

quadrants are the following: 

 Objectives determination and identify alternative solutions: Requirements are gathered 

from the customers and the objectives are identified, elaborated and analyzed at the 

start of every phase. Then alternative solutions possible for the phase are proposed in 

this quadrant. 

 Identify and resolve Risks: During the second quadrant all the possible solutions are 

evaluated to select the best possible solution. Then the risks associated with that 

solution is identified and the risks are resolved using the best possible strategy. At the 

end of this quadrant, Prototype is built for the best possible solution. 
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 Develop next version of the Product: During the third quadrant, the identified features 

are developed and verified through testing. At the end of the third quadrant, the next 

version of the software is available. 

 Review and plan for the next Phase: In the fourth quadrant, the Customers evaluate 

the so far developed version of the software. In the end, planning for the next phase is 

started. 

     Each one of these functions or phases produces strong documentation.  

2.1.4 V-Model 

The V-Model [5] is an extension of the waterfall methodology where process executes in a 

sequential manner in V-shape. It is also known as Verification and Validation model. It is based 

on the association of a testing phase for each corresponding development stage. Development 

of each step directly associated with the testing phase. The next phase starts only after 

completion of the previous phase i.e. for each development activity, there is a testing activity 

corresponding to it. 

On the one hand, verification involves static analysis technique (review) done without 

executing code. It is the process of evaluation of the product development phase to find 

whether specified requirements meet. On the other hand, validation involves dynamic analysis 

technique (functional, non-functional), testing done by executing code. Validation is the 

process to evaluate the software after the completion of the development phase to determine 

whether software meets the customer expectations and requirements. 

So, V-Model contains Verification phases on one side of the Validation phases on the other 

side. Verification and Validation phases are joined by coding phase in V-shape. Thus, it is 

called V-Model. 

Design Phase: 

 Requirement Analysis: This phase contains detailed communication with the customer 

to understand their requirements and expectations. This stage is known as 

Requirement Gathering. 

 System Design: This phase contains the system design and the complete hardware 

and communication setup for developing product. 

 Architectural Design: System design is broken down further into modules taking up 

different functionalities. The data transfer and communication between the internal 

modules and with the outside world (other systems) is clearly understood. 

 Module Design: In this phase the system breaks down into small modules. The detailed 

design of modules is specified, also known as Low-Level Design (LLD). 

Testing Phases: 

 Unit Testing: Unit Test Plans are developed during module design phase. These Unit 

Test Plans are executed to eliminate bugs at code or unit level. 

 Integration testing: After completion of unit testing Integration testing is performed. In 

integration testing, the modules are integrated, and the system is tested. Integration 
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testing is performed on the Architecture design phase. This test verifies the 

communication of modules among themselves. 

 System Testing: System testing test the complete application with its functionality, inter 

dependency, and communication. It tests the functional and non-functional 

requirements of the developed application. 

 User Acceptance Testing (UAT): UAT is performed in a user environment that 

resembles the production environment. UAT verifies that the delivered system meets 

user’s requirement and system is ready for use in real world. 

2.2 Agile Methodologies 

Agile methodologies refer to a group of software development methodologies adhered to 

varying degrees to the tenets of the agile manifesto.  These methods endeavored to address 

the core principles of the manifesto, such as collaborative development, minimizing 

unnecessary work or actively involving customers in the shape and guide of the evolution of 

the end software product or service [1]. This section briefly introduces some of the most 

popular agile methodologies. 

2.2.1 Scrum 

Scrum [5] defines the systems development process as a loose set of activities that combines 

tools and techniques with the best that a development team can devise to build systems. This 

loose of activities stems from the assumption that the systems development process is an 

unpredictable, complicated process that can only be roughly described as an overall 

progression. Since these activities are loose, controls to manage the process and inherent risk 

are used. Scrum encourages teams to learn through experiences, self-organize while working 

on a problem, and reflect on their wins and losses to continuously improve. Scrum is an 

enhancement of the commonly used iterative/incremental object-oriented development cycle. 

The Scrum community uses the term “Sprint” to refer to the iterations of the development cycle 

(considering that an iteration is a timebox during which development takes place). 

The roles in Scrum are quite different from the traditional software methods; Scrum defines 

three roles:  

 Product Owner: is responsible for continuously communicating the vision and priorities 

to the development team.  Product Owner translates the product features into a 

prioritized list, deciding which should be at the top of the list for the next Sprint, and 

continually re-prioritizing and refining the list. 

 Scrum Master:  helps the product group learn and apply Scrum to achieve business 

value. The Scrum Master does not manage the team. Instead, the Scrum Master does 

whatever is in their power to remove any impediments that are obstructing the team 

from achieving its sprint goals. 

 Team: contains about seven fully dedicated members working together to develop and 

deliver the requested and committed product increments. The team is responsible for 

self-organizing to complete work. 
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Scrum accepts that the problem cannot be fully understood or defined up front, and instead 

focusing on how to maximize the team's ability to deliver quickly, to respond to emerging 

requirements, and to adapt to evolving technologies and changes in market conditions. 

2.2.2 XP 

Extreme Programming [6] improves a software project in five essential ways:  

 communication: everyone works together on everything from requirements to code;  

 simplicity: do simple things, not more that was asked for, and take small steps; 

 feedback: demonstrate the software early and often, and make the changes needed; 

 respect: everyone contributes value; and,  

 courage: “be ready to jump, without a parachute if it comes to that!”. 

Extreme Programmers constantly communicate with their customers and fellow programmers 

(even adopting pair programming practices). They keep their design simple and clean. They 

get feedback by testing their software starting on day one. Tests in XP are mainly Unit Tests 

and Acceptance Tests. Programmers deliver the system to the customers as early as possible 

and implement changes as suggested. Every small success deepens their respect for the 

unique contributions of each and every team member. This methodology provides a set of 

simple rules that is divided according to the stages: planning, managing, designing, coding 

and testing. These rules define an environment that promotes team collaboration and 

empowerment. XP does not establish specific roles for the people on the team.  

2.2.3 RAD (Rapid Application Development) 

RAD [4] emphasizes working software and user feedback over strict planning and 

requirements recording. Software development starts with figuring out what the project is 

supposed to accomplish. Users, developers, and designers discuss the purpose of the system 

and designers figure out the system requirements and an estimated project timeline.  Once 

designers have got the requirements, engineers and designers create and improve upon 

working prototypes until the finished product is ready to unveil. RAD calls for ongoing 

collaboration between the development team and users in order to create a high-quality 

system. Users will be the ones providing feedback so that prototypes can be.  Prototyping and 

gathering feedback should be repeated until the project is done or until all working parts are 

assembled together to meet a client’s requirements. RAD emphasizes testing, run the system 

through different scenarios and make sure all of the moving parts work together to accomplish 

the system’s goal. 

2.2.4 DevOps 

DevOps is a set of practices that combines software development (Dev) and information-

technology operations (Ops) which aims to shorten the systems development life cycle and 

provide continuous delivery with high software quality [10] [11]. An important principle in 

DevOps is “Automate everything”; automation kick starts from the code generation on 

Developers machine till the code is pushed to the code and even after that to monitor the 

application and system in production. 
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As DevOps is intended to be a cross-functional mode of working, those that practice the 

methodology use different sets of tools—referred to as "toolchains"—rather than a single one 

[12]. These toolchains are expected to fit into one or more of the following categories, reflective 

of key aspects of the development and delivery process:  

 Coding – code development and review, source code management tools, code 

merging 

 Building – continuous integration tools, build status 

 Testing – continuous testing tools that provide quick and timely feedback on business 

risks 

 Packaging – artefact repository, application pre-deployment staging 

 Releasing – change management, release approvals, release automation 

 Configuring – infrastructure configuration and management, infrastructure as 

code tools 

 Monitoring – applications performance monitoring, end-user experience 

2.3 Summary 

Table 1 [13] summarizes the main features of the introduced methodologies and points out 

their strengths and weakness. 

 

Methodology Characteristics Strengths Weakness 

Waterfall 
- comprehensive 

documentation 

- meticulous planning 

- linear-sequential process 

- each phase has its own 

deliverables 

- easy to manage 

- easy to understand  

- working code is 

delivered late in the 

project 

- does not cope well with 

changing requirements 

- low tolerance for design 

and planning errors 

Prototyping 
- builds one or more demo 

versions of the software 

product 

- prototypes are meant to 

be discarded 

- writing code is valued 

over writing 

specifications 

- accurate 

identification of 

application 

requirements 

- early feedback from 

customers and end-

users 

- improved user 

experience 

- early identification of 

missing or redundant 

functionality 

- leads to unnecessary 

increase of the 

application’s complexity 

- increased programming 

effort  

- costs generated by 

building the prototype 

Spiral 
- focuses on objectives 

and alternatives  

- has 4 major phases: 

planning, risk analysis, 

- working code is 

delivered early in the 

project 

- minimizes risk 

- costs generated by risk 

handling 

- dependent on accurate 

risk analysis 
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development and 

evaluation 

- emphasizes risk analysis 

- evaluates multiple 

alternatives before 

proceeding to the 

planning stage 

- strong 

documentation 

V-Model 
- is an extension of the 

waterfall model 

- introduces testing at 

every development stage 

 

- low bug rate 

- easy to understand 

and use 

- vulnerable to scope 

creep 

- relies heavily on the 

initial set of 

specifications 

Scrum 
- iterative development 

- timebox approach known 

as Sprints 

- self-organizing 

development team 

- three roles considered: 

product owner, scrum 

master and team 

- deliver products in 

short cycles 

- enables fast 

feedback 

- rapid adaptation to 

change 

- requires experienced 

developers 

- hard to estimate at the 

beginning the overall 

effort required to 

implement large 

projects; thus cost 

estimates are not very 

precise 

XP 
- pair programming 

- unit testing 

- fast consecutive 

releases 

- collective ownership 

 

- application gets very 

fast in the production 

environment 

- frequent releases of 

working code 

- reduced number of 

bugs 

- smooth code 

integration 

- lack of documentation 

- developers reluctance 

to pair programing 

- developers reluctance 

to write tests first and 

code later 

- requires frequent 

meetings 

RAD 
- less emphasis on 

planning tasks and more 

focus on development 

- emphasizes testing 

- applications are 

developed fast 

- code can be easily 

reused 

- poor documentation 

- high development costs 

- code integration issues  

- application has to be 

broken into modules 

DevOps 
- automates the processes 

between software 

development and IT 

teams 

- union of people, process, 

and products to enable 

continuous delivery of 

value to end users 

- reduced chance of 

product failure 

- better team efficiency 

- clear product vision 

within the team 

- continuous delivery 

- multiple, sometimes 

untrained developers 

that have to touch 

production systems 

- resistance from the 

developers, who 

consider operation-

related tasks beneath 

them or an unnecessary 

burden 

Table 1: Methodology summary 
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3 Methodology Proposal 

This section provides first a general view over the proposed methodology (cf. section 3.1), as 

well as it introduces the role played by the PKM in the methodology (cf. section 3.1.1) and also 

the different roles identified along the proposed life-cycle (cf. section 3.1.2). Then, it details the 

different stages that conform such methodological proposal. 

3.1 Methodology Overview 

Based on the requirements imposed for the main characteristics that need to be considered 

during the life cycle of critical and medium critical applications in DECODER we propose a 

methodology that combines agile practices (cf. Section 2.2) with the V-Model approach (cf. 

Section 2.1.4). In particular, we propose a methodology where several iterations over the V-

Model are performed to address the requirements gathered in an early stage. Figure 1 depicts 

the stages in which the proposed methodology is organized.  

 

 

Figure 1: Methodology overview 

 Stage 0 – Project overview: At this early stage we propose to acquire an initial set of 

flexible requirements that will serve as basis for the next stage, i.e., stage 1. This initial 

set of requirements do not need to be elaborated in detail. Instead, an agile description 

over them it is enough. This set of identified requirements will serve as the starting point 

for the next stage, be provided do not necessarily have to be provided in detail. 

 

 Stage 1 – Project development: This stage refers to an iterative phase where the 

requirements identified previously in stage 0 are addressed according the different 

stages of the V-Model. In addition, interactions and relationships between requirements 

will be also address along these iterations. 
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 Stage 2 – Project review: At this late stage the overall project is evaluated regarding 

the completeness over the initial requirements.  

As mentioned above, the purpose of this methodology proposal is to integrate agile practices 

into the traditional V-Model. By this way, we combine the strengths of these two methodologies 

and minimize their weakness. The results of integrating agile practices into the V-Model allow 

to:   

 gain flexibility: the iterative process allows the project to best adapt to changes during 

the development life-cycle,  

 ensure traceability: design specifications are kept, which allows to ensure traceability 

and helps to establish compliance to standards and regulations. Moreover, we also 

keep up-front planning so that certification and safety analysis can be carried out early 

in the project. 

 keep low bug rate: the probability of building an error-free and good quality product is 

enhanced since the emphasis on the verification and validation activities early in the 

life-cycle is preserved. 

3.1.1 Relation with the PKM 

A key element of the methodology is the PKM, which is used along the whole software life-

cycle to store, query, and trace all the persistent data, information and knowledge related to 

software projects. This living repository will be queried and enriched by the actors involved in 

all the phases of the methodology in order to maintain consistency and keep the most updated 

and precise information about the project. In DECODER we propose an interaction with the 

PKM at the whole lifecycle of the proposed methodology. This interaction is defined by low-

level and high-level operations over the PKM. 

On the one hand, low-level operations refer to store, update, and restore the artefacts involved 

at stage of the process (e.g., code, model, documentation, annotation, tests, and verification). 

For example, a typical usage of low-level operations includes: 

 Store artefact (e.g., store the model that gathers the requirements captured during the 

high-level design stage) 

 Update artefact (e.g., update source code during the low-level verification stage) 

 Restore artefact (e.g., after modifying locally an artefact, this is stored as new version 

in the PKM) 

On the other hand, high-level operations refer to more elaborated operations based on the 

low-level ones. Examples of such high-level operations include: 

 the generation of the traceability matrix 

 the indication of missing parts 

 the generation of verification tests such as static analysis tests (performed with Frama-

C/value), model checking tests (performed with Frama-C/aorai), deductive verification 

tests (performed with Frama-C/WP), and user interface tests (performed with 

TESTAR). 



   

   

 D5.2 Initial Methodology Design Report 

 

 

DECODER Grant agreement No 824231  12 

 the generation of formal annotations 

 automatic code completion 

 automatic documentation completion 

Thus, the type of interaction required with the PKM will depend on the methodology phase in 

which the software project is, contributing to help the stakeholders involved in the development 

process to better perform their work.  

3.1.2 Roles 

3.1.2.1 Business Analyst 

The business analyst role is in charge of ensuring that system requirements are captured and 

documented correctly before the system is implemented. 

3.1.2.2 Quality Assurance (QA) Manager 

The QA Manager role is in charge of transforming requirements and design documents into a 

set of testing cases and scripts. These tests will be used to verify that the system meets the 

client needs. 

3.1.2.3 Software Developer 

The developer role is in charge of implementing both, the front-end and back-end of the 

software system under development. 

3.1.2.4 Software Tester 

The tester role is in charge of identifying and defining the tests required along the whole 

development process. Besides the definition, this role should also monitor the execution of 

tests and also evaluate the outcome of each test. 

3.1.2.5 User Acceptance Tester 

The user acceptance tester role is in charge of performing the final checks to the developed 

product to ensure that the software works for the business across a number of real-world 

scenarios. 

3.1.2.6 Product Owner 

The product owner role is in charge of identifying, based on the business and end-users 

requirements, the features that will be included in the developed software product. 

3.1.2.7 Software Architect 

The software architect is in charge of making the high-level design choices and establish 

technical standards, including software coding standards, tools, and platforms.  

3.2 Stage 0 - Project overview 

This stage is responsible for acquiring an initial set of flexible requirements that will serve as 

basis for stage 1, where the requirements are addressed according to the V-Model 
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methodology. These requirements may be more or less formally defined depending on the 

needs of the application under development. Also, an initial architecture overview should be 

defined.  

This stage allows the development team to get an overall vision of the project, understand the 

requirements for the system at a high level, and set the foundations for the system’s 

architecture. Depending on the nature of requirements, these will be better represented by one 

type of artefact or another. For example, while user stories are better used to describe small 

high-level requirements definitions, data flow diagrams (DFD) are better used to describe the 

data flow between external entities and the system. Besides artefacts, there are also different 

type of techniques that can be applied to gather such requirements. Which one to use will 

depend on the available resources at both sides, at the customer and the developer side. 

These techniques include face-to-face interviews, observation, on-site customer, etc. Also, 

informal requirements can be formalized in this stage by using Machine Learning techniques, 

knowledge extraction and documentation generation from models to code.  

Independently of the type of artefact being created and the technique applied to create it, each 

requirement should at least be characterized by the following two features: 

 ID: An identifier that will be used along the project to trace it. 

 PriorityLevel: A value from a 1 to 5 scale, where 1 refers to the lowest priority level and 

5 refers to the highest priority level. 

3.2.1 Artefacts 

The type of artefacts that can be created at this initial stage include (but are not limited to): 

 High level analysis overview document, which may include: Project introduction and 

Statement of purpose, Objectives of the purpose, Business requirements, Glossary of 

terms, Project Assumptions, Risk analysis, Dependencies, Constraints.  

 High Level Requirements documentation  

 Informal documentation  

 Requirements overview specification 

 Architecture overview specification 

3.2.2 Roles involved 

To achieve the goals stated at this stage of the methodology, we expect the participation of 

the following roles: 

 Business Analyst 

 Product owner 

3.3 Stage 1 - Project development 

This stage refers to an iterative phase where the requirements identified previously in stage 0 

are addressed according to the V-Model. At this stage, and for each requirement or group of 

requirements identified, several iterations are performed following the four major stages 
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defined by the V-Model, i.e., High-level design, Low-level design, Low-level verification, and 

High-level verification (see Figure 2).  

 

 

Figure 2: V-Model stages 

The phases of the V-Model are detailed in the next sections. Each phase is described with: (1) 

a general definition that briefly describes the phase; (2) the tasks and the process that should 

be performed during the phase; (3) the methods and techniques that may help to perform the 

tasks; (4) the roles involved in the phase; and finally (5) the artefacts generated and/or 

consumed during the phase.  

3.3.1 High-level design 

High-level design provides an overview of the system solution, identifying the main 

components that should be developed for the product. During each design stage, the 

corresponding tests have to be designed to be implemented later during the testing stages. It 

is composed of three different and sequential blocks, which are focused on requirements (cf. 

section 3.3.1.1), system design (cf. section 3.3.1.2), and architecture design (cf. section 

3.3.1.3). 

3.3.1.1 Requirements 

This stage involves a more precisely identification and specification of one or several needs 

and expectations of the users from the set of initial requirements overview defined in stage 0. 

During the requirements phase, acceptance tests are designed. Note that for safety critical 

systems there is need to have requirement specifications so that certification and safety 

analysis can be carried out early in the project.  

3.3.1.1.1 Tasks 

Figure 3 shows the process to be applied during this phase, which is composed of three tasks. 

The first task, Requirement Elicitation, is in charge of researching, understanding and 

identifying the needs and properties that have to be considered for the application 

development. This task uses as input the overall vision of the project defined in stage 0. Then, 

the Requirement Documentation task documents these needs and properties in the form of 
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requirements. Finally, the Acceptance Test Design task defines the plan for the acceptance 

test according to the defined requirements. This test plan will be used during the high-level 

verification phase.  

 

 

Figure 3: Steps of the Requirements phase 

3.3.1.1.2 Methods and techniques 

The type of method and techniques that can be applied at this include (but are not limited to): 

 Requirements expression using natural language (e.g., user stories, surveys, 

workshops, etc.) 

 Use case analysis 

 Data flow diagrams 

 Mathematical specifications 

 Machine learning techniques  

 Knowledge extraction techniques 

3.3.1.1.3 Artefacts 

The type of artefacts that can be created at the requirements stage include (but are not limited 

to): 

 First steps analysis, which may include: Statement of purpose, Objectives of the 

Project, Target users, Detailed requirements expressed as Epics and User Stories, Site 

map and sketches of the user interfaces that shall meet the requirements.  

 User Acceptance Testing  

 Specification  

 High Level Requirements documentation  

 Informal documentation  

 Formal requirements  

 Epics (high-level functionalities)  

 User stories  

 Planning meetings, where the user stories are prioritized and refined more in detail for 
next sprints.  

 Sprint backlog. Based on priorities, user stories are taken from the Product Backlog to 
be planned in a sprint.  

 Traceability matrix 

3.3.1.1.4 Roles involved 

To achieve the goals stated at this stage of the methodology, we expect the participation of 

the following roles: 
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 The business analyst is in charge of eliciting and documenting the requirements. 

 The QA manager is in charge of designing the acceptance test according to the 

requirements. 

3.3.1.2 System design 

This phase involves the specification of the outline of all technical components. It includes the 

elements of a system such as modules and components, the different interfaces of those 

components and the data that goes through that system. This specification must satisfy the 

specified requirements. System Tests are also designed during this stage for later use and are 

based on the system design. 

3.3.1.2.1 Tasks 

The system design phase is split into two tasks: the system design itself, where the modules 

and components of the application are specified, and the corresponding system test plan that 

is going to be used during the high-level verification phase. Figure 4 shows the process to be 

applied during this phase. 

 

Figure 4: Steps of the System Design phase 

3.3.1.2.2 Methods and techniques 

The type of method and techniques that can be applied at this include (but are not limited to): 

 Object oriented design 

 Data structured design 

 Design patterns 

 Bottom-up strategy 

 Top-down strategy 

3.3.1.2.3 Artefacts 

The type of artefacts that can be created at the system design stage include (but are not limited 

to): 

 Accelerated solution design, which may include: Project introduction and statement of 

purpose, Objectives, User Story mapping. Epics and user story details, Site map and 

user interface design, Entity relationship diagrams, Bounded context, Glossary of 

terms, optionally: Class diagrams, C4 diagrams and any other diagrams that help 

documenting the solution.  

 Style guide  

 Overall software design documentation  

 Interface design documentation  
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 System test plan  

 Software design 

3.3.1.2.4 Roles involved 

To achieve the goals stated at this stage of the methodology, we expect the participation of 

the following roles: 

 The software architect is in charge of defining the system design. 

 The QA manager is in charge of defining the test design. 

 The product owner could participate in the system design. 

3.3.1.3 Architecture design 

During this stage, specifications are drawn up for describing how the components and modules 

that have been specified in the system design are connected. According to these 

specifications, integration tests are also defined in this stage. 

3.3.1.3.1 Tasks 

The process and tasks that have to be performed during this phase are shown in Figure 5. 

 

Figure 5: Steps of the Architecture Design phase 

3.3.1.3.2 Methods and techniques 

The type of method and techniques that can be applied at this include (but are not limited to): 

 Architectural patterns 

 Software architecture analysis methods 

 Architecture tradeoff analysis method 

 Active Design review 

 Active reviews of intermediate designs 

3.3.1.3.3 Artefacts 

The type of artefacts that can be created at the architecture design stage include (but are not 

limited to): 

 Architecture design specification (e.g., functional requirements view, static structural 

view, and dynamic behavior view using UML) 

 Integration test plan 
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3.3.1.3.4 Roles involved 

To achieve the goals stated at this stage of the methodology, we expect the participation of 

the following roles: 

 The software architect is in charge of defining the architecture design. 

 The QA manager is in charge of defining the test design. 

3.3.2 Low-level design 

Low-level design provides a detailed definition of the data structures, the required software 

architecture and the source code. It is composed of two different and sequential blocks, which 

are focused on module design (cf. section 3.3.2.1), and system implementation (cf. section 

3.3.2.2). 

3.3.2.1 Module Design 

This phase consists of all the low-level design for the system. The system is broken up in to 

smaller units or modules and each of them is explained in a way that the coding phase can 

directly starts. This phase generates detailed specifications for how all functional, coded 

business logic will be implemented, such as models, components, interfaces, and so forth. Unit 

tests should also be created during this phase. 

3.3.2.1.1 Tasks 

Tasks to complete the module design include two main steps, i.e., module design (which 

consists of the following three steps: (i) decomposition of the sub-system into design entities; 

(ii) identification of dependencies among each of the entities; and (iii) description of the 

interfaces for a successful interaction), and unit test design. 

 

 

Figure 6: Steps of the Module Design phase 

3.3.2.1.2 Methods and Techniques 

The type of method and techniques that can be applied at this include (but are not limited to): 

 Object oriented design 

 Data structured design 
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 Design patterns 

 Bottom-up strategy 

 Top-down strategy 

3.3.2.1.3 Artefacts 

The type of artefacts that can be created at the module design stage include (but are not limited 

to): 

 APIs 

 Module specification 

 Unit test plan 

 Models related to the module (class diagrams, sequence charts, state-machine models) 

 Update in the PKM the traceability matrix to establish relationships between the existing 

artefacts and the new ones created at this stage 

3.3.2.1.4 Roles Involved 

To achieve the goals stated at this stage of the methodology, we expect the participation of 

the following roles: 

 (Junior and Senior) Software Developer  

 Product owner 

3.3.2.2 System implementation 

At this point, halfway through the stages along the process, the actual coding and 

implementation occur. The previously generated design and specification docs are 

transformed by developers into a coded, functional system. This stage should be fully complete 

once the testing phases begin. 

3.3.2.2.1 Tasks 

The system implementation process is made of the following tasks: 

 

Figure 7: Steps of the System implementation phase 

3.3.2.2.2 Methods and Techniques 

The type of method and techniques that can be applied at this include (but are not limited to): 

 Structural Programming 

 Modular Designing 

 Top Down Designing 

 Bottom Up Designing 

System modules
coding

Code
review
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 Object Oriented Programming 

 Functional Programming 

3.3.2.2.3 Artefacts 

The type of artefacts that can be created at the system implementation stage include (but are 

not limited to): 

 Source code  

 Object code  

 Developer’s documentation 

The system implementation usually uses the Requirement Documentation as a reference for 

the code to produce. 

3.3.2.2.4 Roles Involved 

To achieve the goals stated at this stage of the methodology, we expect the participation of 

the following roles: 

 Senior Developer 

 Junior Developer 

 Junior Developer from Scratch 

3.3.3 Low-level verification 

Low-level verification provides the verification of low-level design from source code either by 

static analysis or low-level (e.g. unit) testing. The phases involved are the Unit testing (section 

3.3.3.1) and Integration testing (section 3.3.3.2) 

3.3.3.1 Unit testing 

The Unit Testing is the first phase of the V-Model when the process moves back up the far 

side of it with inverse testing. It contains the unit tests that are developed during the module 

design phase. Ideally, this phase should eliminate the vast majority of potential bugs and 

issues at code level or unit level, and thus will be the lengthiest testing phase of the project. A 

unit is the smallest entity which can independently exist, e.g. a program module. Unit testing 

verifies that the smallest entity can function correctly when isolated from the rest of the 

codes/units. In procedural programming, a unit may be an individual program, function, 

procedure, etc. In object-oriented programming, the smallest unit is a method, which may 

belong to a base/super class, abstract class or derived/ child class. Unit testing frameworks, 

drivers, stubs, and mock/ fake objects are used to assist in unit testing. Unit testing can be  

In DECODER, unit testing is enlarged to unit verification. Unit verification can have multiple 

forms and may involve different techniques and artefacts. 
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 Abstract Interpretation1: it requires to provide range of values for input data of unit tests. 

Then abstract interpreters like Frama-C/EVA2 propagate these ranges over the code 

until a fixpoint is reached. If the analysis generates no alarm, then the code is 

successfully tested for an infinite number of unit tests - any input data within the ranges. 

 Deductive verification3: it confronts the code with formal annotations. Tools like 

Frama-C/WP propagates weakest preconditions to check the annotations. 

 Static analysis with linters4 that confronts the code with coding rules. Java and C++ 

DECODER front-ends can be used for this purpose.  

3.3.3.1.1 Tasks 

Unit testing phase is divided into two different steps as follows: 

 Unit Test Cases: In this step the test scenarios are defined. 

 Unit Test: In this step the unit test cases are executed and documented.  

 

 

Figure 8: Steps of the Unit Testing phase 

3.3.3.1.2 Methods and techniques 

The type of method and techniques that can be applied at this include (but are not limited to): 

 White-Box testing 

 Black-Box testing 

 Gray-Box testing 

 Syntactic Static Analysis  

 Semantic Static Analysis by Abstract Interpretation (for critical applications) 

 Semantic Static Analysis by Deductive Verification (for critical applications) 

In addition, code coverage techniques are used in unit testing. These techniques are: 

 Statement Coverage 

 Decision Coverage 

 Branch Coverage 

 Condition Coverage 

 Finite State Machine Coverage 

                                                

1 https://en.wikipedia.org/wiki/Abstract_interpretation 

2 https://frama-c.com/value.html 

3 https://en.wikipedia.org/wiki/Hoare_logic 

4 https://en.wikipedia.org/wiki/Lint_(software) 
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3.3.3.1.3 Artefacts 

The type of artefacts that can be created at the unit testing stage include (but are not limited 

to): 

 Definition of done  

 Static code analysis report  

 Testing result report  

 Code coverage results  

3.3.3.1.4 Roles Involved 

To achieve the goals stated at this stage of the methodology, we expect the participation of 

the following roles: 

 Software developers (junior and senior) 

 Software testers 

3.3.3.2 Integration testing 

After completion of unit testing, Integration testing is performed. In integration testing, the 

modules are integrated and the system is tested. Integration testing is performed on the 

Architecture design phase. This test verifies the communication of modules among themselves 

and third-party integrations. Test drivers and test stubs are used to assist in Integration Testing. 

3.3.3.2.1 Tasks 

Integration testing phase is divided into three different steps as follows: 

 Integration Test Cases: In this step the test scenarios are defined. 

 Integration Test: In this step the integration test cases are executed and documented. 

 

 

Figure 9: Steps of the Integration Testing phase 

3.3.3.2.2 Methods and techniques 

The type of method and techniques that can be applied at this include (but are not limited to): 

 Black Box Testing 

 White Box Testing 

 Gray Box Testing 

 Syntactic Static Analysis (coding rule verification for the whole project) 

3.3.3.2.3 Artefacts 

The type of artefacts that can be created at the integration testing stage include (but are not 

limited to): 

http://softwaretestingfundamentals.com/black-box-testing/
http://softwaretestingfundamentals.com/white-box-testing/
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 Definition of done  

 Static code analysis report  

 Testing result report  

3.3.3.2.4 Roles Involved 

To achieve the goals stated at this stage of the methodology, we expect the participation of 

the following roles: 

 Software developers (junior and senior) 

 Software testers 

 Reviewer 

 Maintainer 

 Verification Manager  

 Verification Engineer  

3.3.4 High-level verification 

This section details the testing phases performed at the highest level of abstraction in the 

software development process. These phases include the system (section 3.3.4.1) and 

acceptance (section 3.3.4.2) testing phases. 

3.3.4.1 System Testing 

The major objective of this stage of the process is to evaluate the system compliance with the 

requirements specified previously during the high-level design stages. For this purpose, tests 

over the complete and integrated software is performed. 

3.3.4.1.1 Tasks 

System testing phase is divided into two different steps as follows: 

 

 

Figure 10: Steps of the System Testing phase 

3.3.4.1.2 Methods and Techniques 

The type of method and techniques that can be applied at this include (but are not limited to): 

The most used method at this stage of the process is the well-known Black Box Testing. The 

major objective of this technique is to find errors of different nature (missing functions, behavior 

and performance errors, etc.) without diving into the internal parts of the object being tested. 
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3.3.4.1.3 Artefacts 

The type of artefacts that can be created at the system testing stage include (but are not limited 

to): 

 Definition of done  

 Static code analysis report  

 Testing result report  

 Code coverage results  

3.3.4.1.4 Roles Involved 

To achieve the goals stated at this stage of the methodology, we expect the participation of 

the following roles: 

 Software tester 

3.3.4.2 Acceptance Testing 

The major objective of this stage is twofold, on the one hand the system is evaluated to 

measure the compliance level with requirements defined at the highest level of abstraction, 

i.e., at the business level. On the other hand, the system is evaluated against user needs to 

know whether it is acceptable for delivery. To do so, the tests designed during the requirements 

phase are implemented at this stage and used to ensure that the system is ready for 

deployment. 

3.3.4.2.1 Tasks 

Acceptance testing phase is divided into two different steps as follows: 

 

 

Figure 11: Steps of the Acceptance Testing phase 

3.3.4.2.2 Methods and techniques 

The type of method and techniques that can be applied at this include (but are not limited to): 

Two typical methods used in this stage are the following: 

 Black Box Testing 

 Ad-hoc Testing 

3.3.4.2.3 Artefacts 

The type of artefacts that can be created at the acceptance testing stage include (but are not 

limited to): 

 Testing result report  
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3.3.4.2.4 Roles Involved 

To achieve the goals stated at this stage of the methodology, we expect the participation of 

the following roles: 

 User Acceptance Tester 

 Product owner 

 QA Manager 

3.4 Stage 2 - Project review 

At this late stage the overall project is evaluated regarding the completeness over the initial 

requirements. When there is no 100% coverage of such requirements the process goes back 

again to stage 1 to complete all the missing addressed requirements, otherwise the 

development process is considered completed. Also, this stage may identify new 

requirements, or even realize the need for removing some existing ones, which would involve 

the updating of the initial set of requirements and the execution of additional iterative phases 

of stage 1. 

3.4.1 Artefacts 

The traceability matrix and the Continuous Integration results are important inputs for a  project 

review. 

The type of artefacts that can be created at the project review in stage 2 include (but are not 

limited to): 

 Review meeting  

3.4.2 Roles involved 

To achieve the goals stated at this stage of the methodology, we expect the participation of 

the following roles: 

 Product owner 

 QA Manager 

 Business Analyst 
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4 Summary and Conclusion 

DECODER poses the challenge of proposing a methodology that provides developers with a 

general strategy that outlines the way in which critical and medium critical applications should 

be developed. This methodology must take into account the standards that this kind of 

applications should conform with. Also, the methodology has to leverage the potential benefits 

of using the PKM. Taking into account these prerequisites, this document introduces a 

methodology that embraces: (1) on the one hand, agile practices, which allows developers to 

benefit from the flexibility (allows for change) and the early delivery that these practices entail, 

and, (2) one the other hand, more rigid approaches, that provides reliability and robustness to 

the developed products because of the testing efforts and the easiness of maintaining 

traceability with regard to standards. Specifically, the methodology is the result of combining 

the V-Model with some agile practices. 

The methodology proposes a process that defines the phases that have to be performed for 

developing critical and medium critical applications. Together with the process, the 

methodology determines the roles that may participate in each phase, the set of methods and 

techniques that help during the execution of the process, the artefacts produced and 

consumed in each phase, and how the PKM may provide support to each phase.  

This document provides an initial design of the methodology that is expected to be enhanced 

in next documents with extended and more detailed theory, and with a tool support that helps 

development teams to apply it. Specifically, the support that the methodology should provide 

to security standards will be considered in a later version of the methodology.    
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